TECHNOLOGY

2021-2022 School Year




Network Assessment Key Themes

o IT operations need to be more proactive and aligned with District’s
Business needs

o Recommended staffing 7-8 technology staff

o Expected total salary in the range of $550,00-$650,000 for
recommended staff

o Current technology staffing
o 4 tfechnology staff and contracted services

o Total salary and expenditures on confracted technical services is less
than $350,000




Network Assessment Key Themes

o Exposure relating to business continuity
o Need for back up testing to ensure continuity
o Challenges related to testing in the previous server environment

o Updated server environment

o Updated server environment allows for a large number of disaster
recover options

o Server environment upgrade is in progress




Network Assessment Key Themes

o Lack of details regarding new elementary school technology

o Equipment specification, procurement, installation and testing are key
projects that have yet to be planned

- New elementary technology planning
o Network specifications and equipment have been identified

o Classroom technology specifications are being reviewed to assure the
most current technology is being implemented




High Level Risks

o Migration to Windows 10
o Complete

o Redundancy at District Gateway
o Complete redundancy is costly
o Redundancy in hardware will be complete this summer
o Firewall replaced

o Network monitoring and management
o Using available tools and personnel to monitor network




High Level Risks

o Wireless network design improvement

o Combination of Erate and Ohio Connectivity Grant funds are being
use to completely redesign the wireless network in middle school, high
school and board office

o Expected completion July 31, 2021

o Erate funds are being used to carry new wireless design intfo the new
elementary school




Medium Level Risks

o Formal backup and recovery procedure
o Backup system is in place
o Improvements are still being made as new servers are brought online

o Business continuity plan
o Evolving as the network and servers are updated

o Final product will be a collaborafion among all operations
department




Medium Level Risks

o District credentials on the dark web
o Ongoing issue
o District performs regular scans and enforces strong password
requirements

o Create formal policies and procedures

o Addition of contracted services gives the district redundancy in the
areas of IT leadership, network engineering and programs
management

o Formal procedures are in constant development




Medium Level Risks

o Address physical risks and exposure in server/network rooms

o Projects are in development with facilities to address physical security
and power back up

o Conduct regular vulnerability testing

o Network audits are performed on a regular schedule to identify
vulnherabllities

o Firewall is now monitored by BBHCSD staff and Connect staff




What's new in technology

o Financial
o Recovered nearly $60,000 in additional money related to previous Erate project

o Used Erate funds to purchase more than $185,000 in network equipment for new
elementary school

o Used Erate funds to purchase more than $335,000 in network equipment and
cabling for existing school buildings

o Used Ohio Broadband Connectivity Grant funds to purchase and install more
than $65,000 in external wireless access points throughout the district




What's new in technology

o Equipment
o Configured and deployed 350 laptops to teachers for mobile instruction

o Configured and deployed 600 touch Chromebooks to primary grades

o Setup and deployed 200 wireless microphones, cameras and tripods for
distance learning

o Designed, configured and implemented new Active Directory environment for
all users




